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Lab1

 Lab1 DDL is 11.16. Hurry up!
* If you need to use grace day, please inform TA in advance.






Lab2

MiniRepairer: Automatic Repairer for Simple C Programs
* Verify assertions in the input c files
* Try to repair the code with LLM

ics_repaired.cj Repaired c file

s SAT LLM repair
' — MiniSEE »  Z3 Solver > &

_ counterexample
Input c file

> ics.c |
UNSAT (verified)

Output cfile




Lab2

MiniRepairer: Automatic Repairer for Simple C Programs
* Verify assertions in the input c files
* Try to repair the code with LLM

ics_repaired.cj Repaired c file

ics.c SAT LLM repair
' — MiniSEE > Z3 Solver >
_ counterexample
Input c file N

You need to limplement these
two component!




Lab2

'CS'Cl —{  MiniSEE s 73 Solver

Input c file

MiniSEE: A symbolic execution engine for simple C program

funcl.c

int func(int a, int b) {
if(a > 9)
a = -b;
else
b = 2;
assert(a + b < 1);

}

[————{ if(a > 9) }-—-—l

Syntax
Analysis a = -b ]

l l

[ assert(a + b < 1)] [ assert(a + b < 1)]

MiniSEE first parses the function into a syntax tree via syntax analysis

- Each node denotes a statement

- Each arrow denotes the execution order between two statements

Then MiniSEE performs symbolic execution based on the tree, invoke Z3 to solve the assertion!



Lab2

MiniSEE: A symbolic execution engine for simple C program

funcl.c

int func(int a, int b) {
if(a > 9)
a = -b;
else
b = 2;
assert(a + b < 1);

}

iCS.C |
—

Input c file

MiniSEE > Z3 Solver

MiniSEE

)

> minisee(“funcl.c”)

-1 0

DN

Counterexample that
makes assertion fail

J




Labz lesst | —{  MIiniSEE »  Z3 Solver

Input c file

You can even use MIniSEE to verify your ICS lab1 solutions

ics.c

int bang(int x){

int rl, neg x, r2, res; MiniSEE > minisee(“ics.c”
ri=x > 31;

neg X = ~x + 1; 0

r2 = neg x >> 31;

res = (rl1 | r2);

assert((x == 0 & res == 1)
|| (x = 0 && res == 0));

return res;




MiniSEE > Z3 Solver

Lab2 e ]

Input c file

You can even use MIniSEE to verify your ICS lab1 solutions

ics.c

int bang(int x){
int rl, neg x, r2, res; MiniSEE
ri=x > 31;
neg X = ~x + 1;
r2 = neg x >> 31;

> minisee(“ics.c”

verified

res = (rl | r2) + 1;
assert((x == 0 & & res == 1)

|| (x = 0 && res == 0));
return res;




Lab2

ics_repaired.cj <

SAT

Repaired c file

LLM repair

counterexample

\ 4

=

LLM Repair: Try to fix the bug with LLM (recursively)

ics.c

The following C code failed symbolic execution verification.
int bang(int x){
int rl, neg_x, r2, res;
rl = x >» 31;
neg x = ~xX + 1;
r2 = neg_x >> 31;
res = (rl1 | r2);
assert((x == 0 & res == 1)
|| (x '= 0 && res 9));
return res;

}

Counterexample (input values that trigger assertion failure):

X=0
Please fix the code to pass the assertion.

ics _repaired.c

int bang(int x){
int rl, neg_x, r2, res;
ri = x > 31;
neg X = ~X + 1;
r2 = neg_x >> 31;
res = (rl1 | r2) + 1;
assert((x == 0 & & res == 1)
|| (x '= 0 && res 9));
return res;




Hoare Logic ( ZE/R¥ZIE )

_ .~ — 1.3 Auto-active Proof —

Step 1. Axiom system
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Program Analysis

[progmm i




Program Analysis

Program

3Tt 1

.‘ st




Program Analysis

i
SMT-based

rooyam analiisls
prograw analysis

~\




Program Analysis

4 with SMT solvers, how to

convert the program to
_ predicate Logie formulas?




Program Analysis

int select(int a, int b, int c)
{
if(c >= 0)
return a;
else
return b;
}
r

Prove that the return value ts
greater thaw zero if both a and b
are greater thaw zevo.

\_




Program Analysis

int select(int a, int b, int c) ( > )
{
if(c >= 0)
return a; # (b =~ )
else
return b; (( = O) (?"BS’LLZt - a))/\
}
(=(c > 0) — (result =))

— (result > 0)

-
Prove it is

um,iversaug valid.

\-




Program Analysis

(a >
(b >
((c 2
(

~(c

— (result > 0)

-

\-

Prove Lt Ls

uwi\/ersaLtg valid.

0)A

0)A

0) — (result = a))A\
> 0) — (result = b))

/H

J

c>0) — (result = a))A
—(c>0) — (result = b))A

—(result > 0)

0 S

-

Prove Lt Ls
unsatisfiable.




Loops

{

void f(unsigned a)

unsigned i = 3;
a = 0;
while(i > 9)
{
a =a+ 1;
i=1-1;
}

assert(a == 3);

[ LDD‘PS

void f(unsigned a)

{
unsigned i = 3;
a = 0;
a =a+ 1;
i=1-1;
a =a+ 1;
i=1-1;
a =a+ 1;
i=1-1;
assert(a == 3);
}

[S’cmig ht-Line Codle




Loops

{

void f(unsigned a)

unsigned i = 0;
while(i < a)

{
¥

assert(i == a);

i=1+ 1;

7

.

How many Loops
shoulol we unloop?




Loops

{

void f(unsigned a)

unsigned i = 0;
while(i < a)

{
¥

assert(i == a);

i=1+ 1;

-

[t seemis that current
technique doesn't
work. \We need more

L powerful tools.

v




Hoare Logic Can Do It!

Assign logical meaning to programs

Edsger Wybe Dijkstra Robert W. Floyd Charles Antony Richard Hoare
Turing Award(1972) Turing Award(1978) Turing Award(1980)
C. A. R. Hoare:

An Axiomatic Basis for Computer Programming.
Commun. ACM 12(10): 576-580, 1969.



Hoare logic is an axiom system
for program verification.



Axiom System(AZ & %)

- DEFINITION

An axiom system is a logical system which possesses a group of

axioms(E) from which theorems(x€#!) can be derived.
\_

4 o )
we cawn firstly use propositional

logic to explain the components of
an axiom system.

\_




H R 5t)

Axiom System(/A:

- DEFINITION

Initial symbols(¥145%75) include all the symbols in the axiom

system.
.

proposwcwwaL

variables A B.C complete
OOVLVLEO’CL\/BS

(It is before a formula,

denoting the formula || (;
ls a tautology. F

\_




Axiom System(AH &%)

- DEFINITION
Formation rules(F& it ]) define the legal symbol strings in the

axiom system.
.

- INDUCTIVE DEFINITION of WFF ~
1). Every single proposition (symbol) is in WFF.

2). If A and B are WFF, so are (-A) and (AV B).

3). No expression is WFF unless forced by 1) or 2).
g y,




Axiom System(AZ & %)

(A— B)=(—-AV B)
(ANB)=—-(-AV —-B)
(A< B)=((A— B)AN(B— A))

4 )
Sometimes we can define some new

sywbol strings for abbreviation. > AR

g




Axiom System(AH &%)

4 DEFINITION ~
Axioms( ) include some tautologies from which theorems can

be derived. We don’t need to prove them in the axiom system.
. J

/ng should be seLeoted\ A
) xrroml
carefully. Otherwise,

Axiom?2

some theorems cannot

|_
|_
) Axriom3 F
be derived. _

/ Axiom4d




Axiom System(AH &%)

-

\_

DEFINITION

Inference rules(22JE# /4 5 #L ) defines how to infer new theorems

from axioms and known theorems.

~

e

substitution

rule (PRI

F - py-p L mm b (RVS)V(RVS)

[ﬁ%ﬂ)ﬂﬂ? f-A,-A - B, then - B

[

270

o

B

Replace part of A by equivalent(5:1E) expressions to
get B: = if - A then - B



Axiom System(AE & %)
p DEFINITION

Building theorems (7237 %€ #) includes all the tautologies and their

proofs.
g

F(Q —R)— (P—Q)— (P— R))

Proof.



Axiom System(AH &%)

% DEFINITION
Building theorems (7237 %€ #) includes all the tautologies and their

proofs.
g

F(Q —R)— (P—Q)— (P— R))

Proof.
(HF(Q —+R)—(PVvQ — PV R) Azxriomd



Axiom System(AH &%)

% DEFINITION
Building theorems (7237 %€ #) includes all the tautologies and their

proofs.
g

F(Q —R)— (P—Q)— (P— R))

Proof.
(HF(Q —+R)—(PVvQ — PV R) Azxriomd
2)F(Q -+ R) = (-PvQ@ — -PVR) i on (1)

- P



Axiom System(AH &%)
p DEFINITION

Building theorems (7237 %€ #) includes all the tautologies and their

proofs.
g

F(Q—>R)— (P—=>Q)— (P— R.))é‘l’lfleorem 1]

Proof.
(H)F(Q@—=R)—(PVvQ —>PVR) Azxiom4
2)F(Q—>R)—> (—-PVQ —-PVR) ipan(l)

B)F(@Q@—R)—(P—>Q)—(P—R)) de finition of — on(2)



Axiom System(AH &%)
P> P ﬁﬂ/\eorem :2]

Proof.

(DFP->PVQ Axiom 2
(2)FP->PVP Replace Q with P in (1)
(3)-PVP-P Axiom 1
@WDFQE->R->(P-0Q->P-R) Theorem 1

G)F({(PVP)->R)-> (P> (PVP)) > (P—->R)) Replace QwithPVPin (4)
6)F(PVP)->P)->((P—->(PVP)) - (P—-P)) Replace RwithP in (5)

()P > (PVvP)—>(P-P) Hypothetical reasoning on (3) (6)
B8)FHP->P Hypothetical reasoning on (2) (7)



Axiom System(AH &%)
P —P ﬁ‘r‘heomm :2]

Proof.

(DFP->PVQ Axiom 2
(2)FP->PVP Replace Q with P in (1)
(3)-PVP-P Axiom 1
@WDFQE->R->(P-0Q->P-R) Theorem 1

G)F({(PVP)->R)-> (P> (PVP)) > (P—->R)) Replace QwithPVPin (4)
6)F(PVP)->P)->((P—->(PVP)) - (P—-P)) Replace RwithP in (5)

()P > (PVvP)—>(P-P) Hypothetical reasoning on (3) (6)
B8)FHP->P Hypothetical reasoning on (2) (7)
L -PVP Theorema 3]

Proof.

()PP Theorem 2

(2) -=PVP Definition of = on (1)



Completeness and Soundness

DEFINITION

Completeness: if P is a tautology, - P can be proved in the system.

e DEFINITION
Soundness: if - P can be proved in the system, then P must be a
tautology.
-
-

Soundness s the converse of completeness.
Propositional logic is complete and sound.

\




Completeness Proof

Completeness: if A is a tautology, - A can be proved in the
system

PROOF

-

1. All proposition A can be converted to CNF:
A — Al /\AZ N "‘/\An




Completeness Proof

Completeness: if A is a tautology, - A can be proved in the
system

PROOF

-

1. All proposition A can be converted to CNF:
A — Al /\AZ N "‘/\An
2. If Ais tautology, then each disjunctive clause contains a

complementary pair.
A =—mVvVmV--




Completeness Proof

Completeness: if A is a tautology, - A can be proved in the
system

- PROOF
1. All proposition A can be converted to CNF:
A=A, NA, AN--NA,
2. If Ais tautology, then each disjunctive clause contains a
complementary pair.
A =—-mVvVmV---

3. Each + A4; can be proved in system:

Fomrvm, FP->(PVQ) =+ mVrTV(Q
\[w_elfﬁo\ved it as theoreme 2 | | Axiom 2

- A,

J




Completeness Proof

Completeness: if A is a tautology, - A can be proved in the
system

- PROOF
1. All proposition A can be converted to CNF:
A=A, NA, AN--NA,
2. If Ais tautology, then each disjunctive clause contains a

complementary pair.
A =—mVvVmV--

3. Each + A4; can be proved in system:

F-anmvm, FP->(PVQ) =+ mVrV(Q
\4. Since each clause is proven, = A can be proved in system. Y,

- A,




Soundness Proof [mo!uotiomL

Soundness: if - P can be proved in the system, then P
must be a tautology.

- PROOF
1. All axioms are tautology.




Soundness Proof [mo!uotiomL

Soundness: if - P can be proved in the system, then P
must be a tautology.

- PROOF
1. All axioms are tautology.

2. If all theorems used is tautology, the new theorem
created by inference rules is also tautology.




Soundness Proof [mo!uotiomL

Soundness: if - P can be proved in the system, then P
must be a tautology.

- PROOF
1. All axioms are tautology.

2. If all theorems used is tautology, the new theorem

created by inference rules is also tautology.
C f-A,+A —> B,then+ B

If A and A — B hold, then B must hold

Other inference rules Prove it by Listing all possible )
\koaw also be proved ) situations (truth table) J)




Soundness Proof [mo!uotiomL

Soundness: if - P can be proved in the system, then P
must be a tautology.

- PROOF
1. All axioms are tautology.

2. If all theorems used is tautology, the new theorem

created by inference rules is also tautology.
C f-A,+A —> B,then+ B

If Aand A — B hold, then B must hold
3. So allthe - P deduced in the system must be

tautology. W

\_ /




Outline — This Lecture

 Hoare Logic



4 A

Hoare Logic is desigwned specifically
for program verification. It answers
what Ls program correctness and how

to formally prove the corvectness.
\_




Problem1:
How to define program correctness?



Hoare Triples(& /R =Ju4)

DEFINITION

[Program state includes the value of every variable used in the program. ]
DEFINITION

[Pre-condition describes the program state before executing the program. ]
[ DEFINITION

Post-condition describes the program state after executing the program. ]

[pre—oom,dit’ww ?7'3 =1 r =+ 1 L= Qﬁpos’c-oowollt’wm,]




Hoare Triples
[ DEFINITION

Program state includes the value of every variable used in the program. ]

DEFINITION
[Pre-condition describes the program state before executing the program. ]

Post-condition describes the program state after executing the program.

[ DEFINITION ]

Pre-/post-condition

can be predicate
logic formulas.

r=3Ny=2>5
x>3Nx#0

J




Hoare Triples

- DEFINITION N

A program C is partially correct iff:

whenever C is executed in a state initially satisfying pre-condition and

If the execution of C terminates, then the state in which C’s execution

terminates satisfies post-condition.

J

We use Hoare tr’LPLes )
{P} C{Q} to define program.
correctness,

J




Hoare Triples

- DEFINITION N

A program C is partially correct iff:

whenever C is executed in a state initially satisfying pre-condition and

If the execution of C terminates, then the state in which C’s execution

terminates satisfies post-condition.

\_ J

[pre-oowdi’ciow ? {P} C{Q} ﬁ post-condition ]

(rrograne)




Hoare Triples

- DEFINITION ~

A program C is partially correct iff:

whenever C is executed in a state initially satisfying pre-condition and

if the execution of C terminates, then the state in which C’s execution

terminates satisfies post-condition.

- /

r

we don't constoer whether the given
program can terminate (partially correct).
.




Halting Problem

4 DEFINITION )
Halting problem means if we can have an algorithm that will tell

that the arbitrary given program will halt or not.

JBasicaIIy halting means terminating. y

4 , , )
Alan Turing proved tn 1936 that

a general algorithw to solve the
halting problem cannot exist. J>

\_




Hoare Triples

(" The Hoave triple is the )
correctness criterion of

program C, which is
\ called specification. } P} C{Q}

P and @ are predicate Logic
propositions. What about C?

.




A Small Imperative Language

* Program variables
* 3,b,c, .. (can be assigned to)

* Numbers 1, 2, 3,...

* Expressions
* Expression evaluation is assumed to be side-effect-free for all expressions
* Arithmetic expressions: el+e2, el-e2, ...
* Boolean expressions: el >e2,el ==e2,el<e2, ..

* We typically write b1, b2,... for boolean-typed expressions and el, e2, ... for
arithmetic expressions

( , ,
For s'waL'Lo’L’c@, we just consLoler a

stmple bimperative language.

.




A Small Imperative Language

* Statements
e skip (does nothing when executed)
* a:=e (assignment: changes value of a)
e s1; s2 (sequential composition: execute s1 followed by s2)
 if(b1) {s1} else {s2} (execute sl if b is true; s2 otherwise)
* While(b1) {s} (repeatedly execute s while b is true)

e We don’t consider

* heap, pointer, break, continue, function, bit-operator, object-oriented, struct,

union, array, float numbers...
~

For sbmplicity, weJ' ust consider a
simpLe ’meemt’uve language.

.




Hoare Logic

* Initial symbols
* symbols in predicate logic : V, 3, =, —, ...
* symbols in the simple imperative language: if, while, :=, ...
e vdash : I (we omit it in following slides)

* Formation rules
« {P}C{Q}

* P and Q should be predicate logic formulas, which describe program state
e Cshould be a legal program ( no syntax error )



Hoare Logic

{a =0}a := 3{a = 3}
{a=1}a:=2;a:=a+ 1{a =3}

{a =1}a := 2{a = 10}
{fa=1ANb=5}if(a==1)a:=bla=5Ab=05}

g
They are all Hoave triples. But not
all of thew ave valid.

.




Hoare Logic

{a =0}a := 3{a = 3} @,
{a:1}a::2;a’::a+l{a:3} g

{a =1}a := 2{a = 10} x
{a=1Ab=5}if(a==1)a:=bla=5Ab=5}

(" we need to formally prove whether a
Hoare triple Ls right. In other wordls,

we need to prove the program satisfies
\ the specification. F




Problem 2:
How to prove program correctness?



AxXioms

(P}skip{P}

( F'd
This axtom LS oLearLa true.

Because skip does nothing,.
.




AxXioms

{7}ta :=e{?}

,
The assignment axitom
brings troubles.

.




Axioms A
Use a to veplace e in P

J

{P}ta:=e{Pla/el}

{a =0}a := 1{a =0} g

-
s this comeot?L -




AxXioms

{P}a:=e{P Na=¢e}

{a=5}a:=a+l{a=5Na=a+1} X

g
IS this correct? -
. Dl




Axioms (Visn fresh A
. variable,

(PYa = e{(@)(a ~[elfa] APITall
{a =1}a:=a+ 1{( E|“L (a—m fu/a ) }

fa=1}a=a+ 1{(‘3%’)(@ _m/\}<[ simplifieation |

{a =1}a:=a+ 1{a =2}

;
This is correct and a forward
assignment axiom.

.




AxXioms

{Ple/a]}a = e{P}
{b+1=42}a:=b+ 1{a = 42}
(42 = 42)a = 42{a = 42}
{a —b>3}ta:=a—b{a > 3}

p
This Ls correct. But it

seems to be “backward”.
\_




AxXioms

V4 V4 \
The abbreviation

1S AS-FW. 1S AS.
y, w
{P}a:=e{(Fv)(a = elv/a] A Plv/al)} {Ple/a]}a = e{P}
- Forward [ ttis wmorewidely ) Backward

used because it’s
- Quantifier L quantifier-free.

- Intuitive -

( , , )
The abbreviation

J

Quantifier-free

Not intuitive



AxXioms

{fa=1}ta:=a+ 1{(Iv)(a=(a+1)[v/a] A (a =1)v/al])}

) 4

{a=1}a:=a+ 1§

{a =1}a :=a+ 1{a = 2}

\_

(i”)(a =vtlnv=1)} ﬁ‘l’he stmeplification

LS correct.

]

But Hoare Logic s an axiom
system. We neeot some rules
to do this simplification.

~N

J




Inference Rules

[ strong ]7P — Q4Weah]

{P}C{Q} Q— R4 weakening J
[Tm Line means {P}C{R} consequent (We)

inference.

fa=1}a:=a+ 1{(Fv)(a = (a+ 1)[v/a| A (a =1)[v/a])}
(Fv)(a = (a+ 1)[v/a] A (a =1)[v/a]) = a =2

la =1}a:=a+ 1{a = 2}




Inference Rules

P weak,
Lstrong [~ 0 ] we can also

strengthen

P> Q {Q\C{R) precedent (SP).)
{P}C{R}

{fa=n}ta:=a+1{a=n+1}
Proof.



Inference Rules

P weak,
Lstrong [~ 0 ] we can also

strengthen

P> Q {Q\C{R) precedent (SP).)
{P}C{R}

{fa=n}ta:=a+1{a=n+1}
Proof.
(lJa=n—a+1=n+1 predicate logic



Inference Rules

[ strong ]7P 7 QQweaka]

we cawn alsp
strengthen
P> Q {Q\C{R) precedent (SP).)
{P}C{R}
{fa=n}ta:=a+1{a=n+1}
Proof.
Na=n—a+1=n+1 predicate logic

2{a+1=n+1ta:=a+ 1{a=n+1} AS



Inference Rules

[ strong ]7P 7 QQweaka]

we can also
strengthen
recedent (SP).
P—Q {QIC{R} £~ P (SP).
{P}C{R}
{fa=n}ta:=a+1{a=n+1}
Proof.
(lJa=n—a+1=n+1 predicate logic
2{a+1=n+1ta:=a+ 1{a=n+1} AS

(3){a=n}la:=a+1{a=n+1} SP (1)(2)



Inference Rules

4 L )
wWe WiLL tintroduce

inference rules for
Z\ these structures.

Program structure

1. Sequence : s1; s2 /

2. Branch :if(b1) {s1 }then{s2}

3. Loop structure : while(b1) { s}

This is what we |
want the most. )




Inference Rules

The sequential
{PJCI{R} {R}C2{Q} composttion
{P}C1;02{Q} ule(se)

{b>3}a:=2xbja:=a—Dbla>4}
Proof.



Inference Rules

The sequential
{PYCUR} {RYC2AHQ} | composition
(P}C1;C2{Q) rule(se) |

{b>3}a:=2xbja:=a—Dbla>4}
Proof.
(){a—b>4}a:=a—b{la > 4} AS



Inference Rules

The sequential
(PYOILR}Y {RYC2HQ} | composition
{P}CL;C2{Q} ule(se)
(b>3}a:=2+%bja:=a—bla>4}
Proof.
(1){a —b>4}a = a — b{a > 4) AS

(2){2%b—b>4}a:=2%bla—b> 4) AS



Inference Rules

The sequential
(PYOILR}Y {RYC2HQ} | composition
{P}CL;C2{Q} ule(se)
(b>3}a:=2+%bja:=a—bla>4}
Proof.
(1){a —b>4}a = a — b{a > 4) AS
(2){2%b—b>4}a:=2%b{la—b> 4} AS

(3)b>3—=>2xb—b>4 predicate logic



Inference Rules

The sequential
(PYOILR}Y {RYC2HQ} | composition

{P}CL;C2{Q} ule(se)
(b>3}a:=2+%bja:=a—bla>4}
Proof.
(1){a —b>4}a = a — b{a > 4) AS
(2){2%b—b>4}a:=2%b{la—b> 4} AS
(3)b>3—2%b—b>4 predicate logic
(4){b > 3Ya =2+ b{a—b>4) SP(2)(3)



Inference Rules

the sequentinl
{PYCUR} {R}C2AHQ} | composition

{P}C1;C2{Q} ule(se)
(b>3}a:=2%ba:=a—bla>4)
Proof. t's clearly
(D{a—b>4}a:=a—bla >4} AS proved
(2){2*b—b>4}a:=2%bla—b>4} AS baORWQYD{S.)
(3)h>3—2%b—b>4 predicate logic
(4){b> 3}a =2+ bfa—b > 4) SP(2)(3)
(5){b>3}a:=2%ba:=a—bla> 4} SC(1)(4)



Inference Rules

Convert b to a Convert b to a ]
proposition, proposition.

{P Aistrue(bl)}C1{Q} {P Nisfalse(bl)}C2{Q}
{P}if(bl) then C1else C2{Q}

The conditlonal
rule (CD)




Inference Rules

{T}if(a < b) then c:=belse c:= a{c =max(a,b)}
Proof.



Inference Rules

{T}if(a < b)then c:=belse c:= a{c =maz(a,b)}
Proof.
(1){b =max(a,b)}c := b{c = maz(a,b)}

AS



Inference Rules

{T}if(a < b)then c:=belse c:= a{c =maz(a,b)}
Proof.

(1){b =max(a,b)}c := b{c = maz(a,b)}

(2){a = max(a,b)}c := a{c = maz(a,b)}

AS
AS



Inference Rules

{T}if(a < b)then c:=belse c:= a{c =maz(a,b)}

Proof.
(1){b =max(a,b)}c := b{c = maz(a,b)} AS
(2){a = max(a,b)}c := a{c = maz(a,b)} AS

(3)T'Na < b— b=maz(a,b) predicate logic



Inference Rules

{T}if(a <b)then c:=belse c:= a{c=mazx(a,b)}

Proof.

(1){b = mazx(a,b)}c := b{c = maz(a,b)} AS
(2){a = mazx(a,b)}c := a{c = max(a,b)} AS
(3)T' Na < b— b=max(a,b) predicate logic
(4)T

4 —(a < b) - a =mazx(a,b) predicate logic



Inference Rules

{T}if(a < b)then c:=belse c:= a{c =maz(a,b)}
Proof.

(1){b =max(a,b)}c := b{c = maz(a,b)}
(2){a = max(a,b)}c := a{c = maz(a,b)}
(3)T'ANa <b— b=max(a,b)

(4)T N —(a < b) = a=mazx(a,b)
(5){T ANa < b}c:=b{c=max(a,b)}

AS
AS
predicate logic

predicate logic

SP(1)(3)



Inference Rules

{T}if(a < b) then c:=belse c:= a{c =max(a,b)}
Proof.
)J{b = maz(a,b)}c:= b{c = max(a,b)} AS
2){a = maz(a,b)}c:= a{c =max(a,b)} AS

3)T Na <b—b=max(a,b) predicate logic

{T'Na < b}c:=b{c=max(a,b)} SP(1)(3)

(1

(2)

(3)

(4)T N —(a < b) = a=mazx(a,b) predicate logic
()

(6){T N —(a < b)}c:= a{c = max(a,b)} SP(2)(4)



Inference Rules

{T}if(a < b)then c:=belse c:= a{c =maz(a,b)}

Proof.
1){b = maz(a,b)}c:= b{c =max(a,b)} AS
2){a = maz(a,b)}c:= a{c =max(a,b)} AS

3)T Na <b—b=max(a,b) predicate logic

{T' Na < b}c:=b{c=maz(a,b)} SP(1)(3)
6){1T'A—-(a <b)}c:=a{c=max(a,b)} SP(2)(4)
T} if(a < b) then ¢ := belse c := a{c = max(a,b)} CD(5)(6)

D

(

(2)

(3)

(4)T A —(a < b) — a = maz(a,b) predicate logic
(5)

(6)

(7)



Inference Rules

The while J
) ) {I N\istrue(bl)}C{I} rule (WHP)
[ Loop nvartant L{I} while(bl) C {I Nisfalse(bl)}

It says that
- if executing C once preserves the truth of I, then executing C
any number of times also preserves the truth of I

- after a while loop has terminated, the test must be false



Inference Rules

The while J
) ) {I N\istrue(bl)}C{I} rule (WHP)
[ Loop nvartant L{I} while(bl) C {I Nisfalse(bl)}

It can be proved by induction on number of loop times
- If the loop execute for 0 time, I of course holds.
- If I holds for n times loops, it holds for n+1 times because of

the condition above the line.



Inference Rules
{I Nistrue(bl)}C{I}

{a <10} while(a! =10) a :=a+ 1 {a = 10} {1} while(bl) C'{I Nisfalse(bl)}
Proof.



Inference Rules

{I Nistrue(bl)}C{I}
{a <10} while(a! =10) a :=a+ 1 {a = 10} {1} while(bl) C'{I Nisfalse(bl)}
Proof.
(D{a+1<10}a:=a+ AS

[ Loop tnvariant




Inference Rules

{I Nistrue(bl)}C{I}
{a <10} while(a! =10) a :=a+ 1 {a = 10} {1} while(bl) C'{I Nisfalse(bl)}
Proof.
(1){a + 1< 10}a :=a + 1{a < 10} AS

(2)a<10Na#10 = a+1<10 predicate logic



Inference Rules

{I Nistrue(bl)}C{I}
{a <10} while(a! =10) a := a + 1 {a = 10} {1} while(bl) C'{I Nisfalse(bl)}
Proof.
(){a+ 1< 10}a :=a+ 1{a < 10} AS
(2)a<10Na#10 = a+1<10 predicate logic
(3){a <10AN a # 10}a :=a+ 1{a < 10} SP(1)(2)

p
Loop Lvariant
aLwags holdls.

\_ y,




Inference Rules
{I Nistrue(bl)}C{I}

{a <10} while(a! =10) a := a + 1 {a = 10} {1} while(bl) C'{I Nisfalse(bl)}
Proof.

(1){a + 1< 10}a :=a + 1{a < 10} AS
(2)a<10Na#10 = a+1<10 predicate logic

(3){a <10Aa # 10}a :=a + 1{a < 10} SP(1)(2)

(4){a < 10} while(a! =10) a:=a+1{a < 10 A a = 10} WHP(3)



Inference Rules
{I Nistrue(bl)}C{I}

{a <10} while(a! =10) a :=a+ 1 {a = 10} {1} while(bl) C'{I Nisfalse(bl)}
Proof.

(){a+ 1< 10}a :=a+ 1{a < 10} AS
(2)a<10Na#10 = a+1<10 predicate logic

(3){a <10AN a # 10}a :=a+ 1{a < 10} SP(1)(2)

(4){a < 10} while(a! =10)a:=a+1{a < 10A a = 10} W HP(3)

(5)a <10ANa=10— a=10 predicate logic

(6){a < 10} while(a! = 10) a:=a+ 1 {a = 10} WC(4)(5)



Exercise
{I Nistrue(bl)}C{I}

; : {I} while(bl) C {I Nisfalse(bl)}
void f(unsigned a)

{

unsigned i = 0

while(i < a)
{

i=1+ 1;
h

(i = a}A post-condition ]

[ what Ls the Loop Lvariant?




Exercise

void f(unsigned a)
{

unsigned i = 0

{i=0Aa>0}
while(i < a)
{

i=1+ 1;
}

;4 pre-condition ]

(i = a}A post-condition ]

{I Nistrue(bl)}C{I}

{I} while(bl) C {I Nisfalse(bl)}

120N 1 <aNa>0



{I N istrue(bl)}C{I}

Example {I} while(bl) C {I Nisfalse(bl)}

{b > 20}a := b;while(a > 2)a:=a—1;{a > 1}

Try to prove it. The Loop
wvariant is a >=2.




{I N istrue(bl)}C{I}

Example {I} while(bl) C {I Nisfalse(bl)}

{b > 20}a := b;while(a > 2)a :=a —1;{a > 1}

(1){a—1>2}a:=a—1;{a > 2} AS



{I N istrue(bl)}C{I}

Example {I} while(bl) C {I Nisfalse(bl)}

{b > 20}a := b;while(a > 2)a:=a—1;{a > 1}

(1){e —1>2}a:=a—1;{a > 2} AS
(2)(a>2Na>2) > (a—12>2) predicate logic



{I N istrue(bl)}C{I}

Example {I} while(bl) C {I Nisfalse(bl)}
{b > 20}a := b;while(a > 2)a:=a—1;{a > 1}
(1){e —1>2}a:=a—1;{a > 2} AS

(2)(a>2Na>2) > (a—12>2) predicate logic
3){e >2ANa>2}a:=a—1;{a > 2} SP(1)(2)



{I N istrue(bl)}C{I}
Example {I} while(bl) C {I Nisfalse(bl)}

{b > 20}a := b;while(a > 2)a:=a—1;{a > 1}

(1){a—1>2}a:=a—1;{a > 2} AS
(2)(a>2Na>2) > (a—12>2) predicate logic
3){e >2ANa>2}a:=a—1;{a > 2} SP(1)(2)
(4){a > 2}while(a > 2)a:=a—1;{a >2Aa <2} WHP(3)



{I N istrue(bl)}C{I}
Example {I} while(bl) C {I Nisfalse(bl)}

{b > 20}a := b;while(a > 2)a:=a—1;{a > 1}

(1){a—1>2}a:=a—1;{a > 2} AS
(2)(a>2Na>2) > (a—12>2) predicate logic
3){e >2ANa>2}a:=a—1;{a > 2} SP(1)(2)
(4){a > 2}while(a > 2)a:=a—1;{a >2Aa <2} WHP(3)
5)(a>2Na<2)—>(a>1) predicate logic



{I N istrue(bl)}C{I}
Example {I} while(bl) C {I Nisfalse(bl)}

{b > 20}a := b;while(a > 2)a:=a—1;{a > 1}

(1){a—1>2}a:=a—1;{a > 2} AS
(2)(a>2Na>2) > (a—12>2) predicate logic
3){e >2ANa>2}a:=a—1;{a > 2} SP(1)(2)
(4){a > 2}while(a > 2)a:=a—1;{a >2Aa <2} WHP(3)
5)(a>2Na<2)—>(a>1) predicate logic
(6){a > 2}while(a > 2)a :=a — 1;{a > 1} WC(4)(5)



{I N istrue(bl)}C{I}
Example {I} while(bl) C {I Nisfalse(bl)}

{b > 20}a := b;while(a > 2)a:=a—1;{a > 1}

(1){a—1>2}a:=a—1;{a > 2} AS
(2)(a>2Na>2) > (a—12>2) predicate logic
B){a>2Aa>2}a:=a—1;{a > 2} SP(1)(2)
(4){a > 2}while(a > 2)a:=a—1;{a >2Aa <2} WHP(3)
5)(a>2Na<2)—>(a>1) predicate logic
(6){a > 2}while(a > 2)a :=a — 1;{a > 1} WC(4)(5)
(7){b > 2}a :=b{a > 2} AS



{I N istrue(bl)}C{I}
Example {I} while(bl) C {I Nisfalse(bl)}

{b > 20}a := b;while(a > 2)a:=a—1;{a > 1}

(1){a—1>2}a:=a—1;{a > 2} AS
(2)(a>2Na>2) > (a—12>2) predicate logic
3){e >2ANa>2}a:=a—1;{a > 2} SP(1)(2)
(4){a > 2}while(a > 2)a:=a—1;{a >2Aa <2} WHP(3)
5)(a>2Na<2)—>(a>1) predicate logic
(6){a > 2}while(a > 2)a :=a — 1;{a > 1} WC(4)(5)
(7){b > 2}a :=b{a > 2} AS
(8)b>20—>b2>2 predicate logic



{I N istrue(bl)}C{I}

Example {I} while(bl) C {I Nisfalse(bl)}

{b > 20}a := b;while(a > 2)a:=a—1;{a > 1}

(1){a—1>2}a:=a—1;{a > 2} AS
(2)(a>2Na>2) > (a—12>2) predicate logic
B){a>2Aa>2}a:=a—1;{a > 2} SP(1)(2)
(4){a > 2}while(a > 2)a:=a—1;{a >2Aa <2} WHP(3)
5)(a>2Na<2)—>(a>1) predicate logic
(6){a > 2}while(a > 2)a :=a — 1;{a > 1} WC(4)(5)
(7){b > 2}a :=b{a > 2} AS
(8)b>20—>b2>2 predicate logic
(9){b > 20}a := b{a > 2} SP(7)(8)



{I N istrue(bl)}C{I}

Example {I} while(bl) C {I Nisfalse(bl)}

{b > 20}a := b;while(a > 2)a:=a—1;{a > 1}

(1){a—1>2}a:=a—1;{a > 2} AS
(2)(a>2Na>2) > (a—12>2) predicate logic
3){e >2ANa>2}a:=a—1;{a > 2} SP(1)(2)
(4){a > 2}while(a > 2)a:=a—1;{a >2Aa <2} WHP(3)
5)(a>2Na<2)—>(a>1) predicate logic
(6){a > 2}while(a > 2)a :=a — 1;{a > 1} WC(4)(5)
(7){b > 2}a :=b{a > 2} AS
(8)b>20—>b2>2 predicate logic
(9){b > 20}a := b{a > 2} SP(7)(8)
(10){b > 20}a := b; while(a > 2)a :=a — 1;{a > 1} SC(6)(9)



Partial Correctness U Aistrue(bl)}CT}

{I} while(bl) C' {I Nisfalse(bl)}

. LS “true”

( V4 7
The Loop tnvariant

{true} while x # 10 do skip {x = 10}

Proof:

1.

{true A x # 10} skip {true A x # 10} SK

2. true A x # 10 = true

3.|{true A x # 10} skip {true} | we, 1,2

4.

{true} while x # 10 do skip {true A =(x # 10)}| whp,3

5. true A =(x #10) = x =10

6.

{true} while x # 10 do skip {x = 10} wc, 4,5



Partial Correctness U Nistrue(bl) )OI}
{I} while(bl) C' {I Nisfalse(bl)}

( ’ %
The Loop tnvariant !
. LS “true true} while x # 10 do skip {x = 10}

Proof:

1. {true A x # 10} skip {true A x # 10} SK

2. true A x # 10 = true

3.|{true A x # 10} skip {true} | we, 1,2
(_4_ = a1l O da olois ~
The proof does not ensure that the
program can always terminate.

~b. [true] while X # 10 do SKIp (X = 10]




However,

L)
Manual Proof Ls
usually tedious

J




We want an automated program verifier.



.

4 , , )
But previous methods (55 moolic

execution) cannot hanolle Loops
y,




what Lf we leeep all

~N

Lnvariants/conditlons tn

\_

the proof?

J




Automatic Proof, Again???



Predicate Transformer

[StYOVLQBYrP — QAWBH RBY]

% DEFINITION
Given a program C and postcondition Q, P is the weakest precondition

means for all P’, {P’} C {Q} iff P - P. We use wp(C, Q) to denote P.
\

~

weakest
{a =2}a:=a+ 1{a =3} precondition

{a=2Nb=4}a:=a+ 1{a = 3} a=2ANb=4—a=2
{a:Q/\a,>1}g;:a,—|—1{a:3} a=2Na>1—a=2




Predicate Transformer

[StYOVLQBYrP — QAWBH RBY]

% DEFINITION
Given a program C and precondition P, Q is the strongest postcondition

means for all Q’, {P} C {Q} iff Q - Q. We use sp(C, P) to denote Q.
\

~

J

strongest
fa=1}a:=3{a=3 postcow&litlow

{a =1}a :=3{T} a=3—T
{a =1}a :=3{(Fv)(a =v)} a=3— (Fv)(a=w)




Predicate Transformer

We can consider the problem from the following perspective:

- Given a precondition and program, can we find the strongest postcondition?

- Or given a postcondition and program, can we find the weakest precondition?

- This is called predicate transformer semantics: how programs transform assertions

1PrCLQ}

>
~ .

\_

P - wp C Q){(f WE caw {’ww{ Wp or S‘P/\

triples to predicate Logic

We can convert hoare

formula. Y




Predicate Transformer

We can consider the problem from the following perspective:
- Given a precondition and program, can we find the strongest postcondition?
- Or given a postcondition and program, can we find the weakest precondition?

- This is called predicate transformer semantics: how programs transform assertions

P — wp(C, Q) WEJMSt need to |

/ prove it is true, )
\ p(C,P) — Q Wejust need to
prove it is true. )

1PrCLQ}




Predicate Transformer

We can consider the problem from the following perspective:
- Given a precondition and program, can we find the strongest postcondition?
- Or given a postcondition and program, can we find the weakest precondition?

- This is called predicate transformer semantics: how programs transform assertions

it is unsatistiable.

1PrCLQ}

J

> P A —wp(C,Q) Wejust need to ]IB\KO\/eN

sp(C, P) N =Q Wejust need to }B\m\/eN
it is unsatisfiable.

J




Basic Idea

To prove {P}C{Q}
- Find the wp(C, Q), then prove P implies wp(C, Q).
- Find the sp(C, P), then prove sp(C, P) implies Q.

PN _'wp(cu Q) ~
How to prove the
formula?
)
sp(C, P) A =Q

1PrCLQ}

>
~



Working with SMT solvers is like magic




Question: How to automatically find the
weakest precondition (strongest postcondition)?

By rules (Theorems)...



A Quick Recap

([ AS-FW olves [ AS olves the A
the strongest weakest
_ posteondition. precondlition.
{P}a :=e{(Fv)(a =elv/a| A Plv/al)} {Ple/al}la := e{P}
- Forward (It s wore widely - Backward
used because Lt’s
- Quantifier 9 simpler, Quantifier-free

- Intuitive - Not intuitive



A Quick Recap

[ AS-FW glives
the strongest

S pOStoowd’Ltf,Dw.

{P}a :=e{(Fv)(a =elv/a| A Plv/al)}

Forward

Quantifier

Intuitive

[ AS gives the
weakest
postaowol’ut’ww

,

{Ple/a|}a = e{P}

(1t s wmore widely - Backward
used because it’s
. simpler, Quantifier-free




Weakest Precondition

We use wlp(C, Q) instead of wp(C, Q) in following slides:

Cis the program, Q is the intended postcondition

Name stands for weakest “liberal” precondition: it ignores termination

For all Cand Q, it is guaranteed that { wip(C, Q) } C{Q} is true
Forall P, Cand Q, {P} C{Q}iff P — wlp(C, Q)

WLp must e compu‘cabLe, wWe
will tntroduce the details,




Weakest Precondition

wlp(skip, Q) = Q

This is clear because
skip does nothing,.




Weakest Precondition

This ts similar to | tHle/alie=eils
AS in Hoare Logic.
wlp(a :=e, P) = Ple/al

wip(a:==b+1,a =42) =b+ 1 =42

wlp(a:=a—b,a > 3) = ?



Weakest Precondition

This ts similar to | tHle/alie=eils
AS in Hoare Logic.
wlp(a :=e, P) = Ple/al

wip(a:==b+1,a =42) =b+ 1 =42

wip(a:=a—b,a>3)=a—b>3



Weakest Precondition

wlp(C1; 02, Q) = wip(C1,wip(C2,Q))

wlp(a :==a+1;b:=a,a=3Ab>0)



Weakest Precondition

wip(C1;C2,Q) = wip(C1,wip(C2,Q))

a+1;b:=a,a=3ANb>0)

wlp(a :

a+ 1, wlp(b:=a,a=3Nb>0))

=wlp(a :
—wlp(a:=a+1,a=3ANa > 0)

a+1=3Na+1>0



Weakest Precondition

wlp(i f(bl) then {C1} else {C2}, Q)
=(istrue(bl) — wip(C1,Q)) A (isfalse(bl) — wip(C2,Q))

wlp(if(a == 0) then{b:=1}else{b:=0},b=1Vb=0)



Weakest Precondition

wlp(i f(bl) then {C1} else {C2}, Q)
=(istrue(bl) — wip(C1,Q)) A (isfalse(bl) — wip(C2,Q))

wlp(if(a == 0) then{b:=1}else{b:=0},b=1Vb=0)
=(a=0—-wlpb:=1,0=1Vb=0))AN(a# 00— wlpb:=0,b=1Vb=0))
=(a=0—=>1=1V1I=0A(a#0—=0=1V0=0)



Exercise

a:=b+2; if(a>2)thenb:=c+1; elseb:=c—1;

[Assume the post—oowd’ut’wm, s b>5Aa<10




Exercise

a:=b+2; if(a>2)thenb:=c+1; elseb:=c—1;

wlp( a:=b+2; if(a>2)thenb:=c+1; elseb:=c—1;, b>5ANa<10)

=wlp(a:=b+2,((a >2) > wlpb:=c+1,b>5ANa<10)) A(—(a>2) > wlp(b:=c—1,b>5Aa <10)))
=wlp(a:=0+2,((a>2) > (c+1>5Aa<10)A(-(a>2) = (c—1>5Aa<10)))

=((b+2>2) > (c+1>5A0+2<10)A(-(b+2>2)—>(c—1>5Ab+2<10))



Weakest Precondition

wlp(while(b1){C}, Q) =7

:-) W] ]



Weakest Precondition

{I Nistrue(bl)}C{I}
{I} while(bl) C {I Nisfalse(bl)}

The Loop Lnvartant weeds\
to be written manually )

P—1
{P}lwhile(bl)C{Q} (I Nisfalse(bl)) — @
{I N istrue(bl)}C{I}

This can be further proveo via
the wealkest precondition

. J




Lab3 : Dafny

method func(a : int, b : int) returns (c : int)

ensures c ==

2y 7

{ post-condition ]

var 1 := a/b;

return 1i;
}

Description Line

gafl possible division by zero

https://github.com/dafny-lang/dafny




Dafny

['POSJC-OOV\JD[UCLOV\, method func(n: nat) returns (result: nat)
ensures n == result

{
var 1i: int := 0;
while i < n
{ invariant 1 <= n€ Loop Lnvariant

i =1+ 1;

}
return i;

}

"' shortcut: Alt+B

Dafny 2.3.0.18506

Dafny program verifier finished with 1 verified, @ errors
Program compiled successfully




Dafny

'PV@—OOV\/ditLOV\/ ]\l}mi:hod func(a: array<int>, n: int)
J equires n > ©
ensures forall k O <= k < n==>al[k] == 0
var i : int := 0;
while i < n
invariant 0 <= 1
invariant i <= n
invariant forall k :: @ <= k < 1 ==> a[k] == ©
a[l] .= @; Description Line|Column
1 :=1 + 1; 1 /!'\ No terms found to trigger on. 9 14
|2 1ndex out ot range 3 38
} D2 ind f rang
return: ' |E] index out of range g9 |42
? A4 assignment may update an array element not in the enclosing 11 5
} context's modifies clause
X |18} index out ot range 11 |5
% ind f
36 A postcondition might not hold on this return path. 14 |2
7 This is the postcondition that might not hold. 3 10




Dafny

‘Pre—coy\,p[f,tiov\, Ll;ni:hod func(a: array<int>, n: int)
—

equires n > @ & & n <= a.lLength

ensures forall k :: @ <= k < n ==> a[k] ==
{
var 1 : int := 0;
while i < n
invariant 0 <= 1i
invariant i <= n & n <= a.lLength
invariant forall k :: @ <= k < 1 ==> a[k] ==

al[i] := ©;
i :=1 + 1;

}

return;

Dafny 2.3.0.10506

Dafny program verifier finished with 1 verified, @ errors
Program compiled successfully




A Quick Recap

~1.1 Propositional Logic —
Step 0. Proof.
Step 1. Convert program into
mathematical formula.

Step 2. Ask the computer
to solve the formula.

— 1.2 First Order Logic —

Step 1. Convert it into
first order logic formula.

Step 2. Ask the computer
to solve the formula.

PySAT "

— 1.3 Auto-active Proof —

Step 1. Axiom system

Step 2. Ask the computer
to check the invariants

Dafny



Soundness and Completeness for Verifiers

- DEFINITION ~

A verification algorithm is sound means that when a program

passes the verification, it is a “correct” program.

\Note that we can define the correctness in multiple different ways.j

AlL verification algorithms
introduced before are sound




Soundness and Completeness for Verifiers

. DEFINITION

A verification algorithm is complete means that every correct

program can pass the verification.
g

Previous algorithms are not complete because of two main reasons:
- They may not automatically prove programs with unbounded loops.

- The satisfiability problem of FOL formulas is undecidable.



Thanks & Questions
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